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RECORD OF PROCESSING ACTIVITY

Automated detection and mitigation of web application and denial of service threats

1. Controller(s) of data processing activities

Controller: European Central Bank (ECB)
Contact details:

European Central Bank
Sonnemannstrasse 22

60314 Frankfurt am Main

Germany

E-mail: info@ecb.europa.eu

Organisational unit responsible for the processing activity: Directorate General

Information Systems

Data Protection Officer (DPO): DPO@ecb.europa.eu

2. Who is actually conducting the processing activity?

X The data processing is conducted together with an external third party: Myra

Security GmbH. For further information please read Myra Security Privacy

Statement.

3. Purpose of the processing

ECB web application traffic is monitored to identify and filter out malicious requests

which could potentially pose a risk to ECB information systems and affect data

confidentiality, integrity and availability. Personal data which may be present in the web
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traffic is subject to the same automated processing as any other traffic.

4. Description of the categories of data subjects

X Other: Users of protected ECB web applications

5. Description of the categories of personal data processed

X] Other: Web traffic may contain different categories of personal data

depending on what users send and upload to ECB web applications.

6. The categories or recipients to whom the personal data have been or will
be disclosed, including the recipient(s) of the data in Member States, third

countries or international organisations

P Designated ECB staff members

X Other: Designated staff members of the service provider.

7. Retention time

The service provider stores the logs for 2 weeks. The ECB stores the logs for up to one

year.
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